Carnegie Mellon University has developed an exciting file system.
Mr. Braam, one of the developers, tells us all about it.

by Peter J. Braam

experimenta file system developed in the group of

M. Satyanarayanan at Carnegie Mellon University
(CMU). Numerous people contributed to Coda, which now
incorporates many features not found in other systems

1. Mobile Computing:
« disconnected operation for mobile clients
+ reintegration of data from disconnected clients
+ bandwidth adaptation

T he Coda distributed file system is a state-of-the-art

2. Failure Resilience:
+ read/write replication servers
+ resolution of server/sarver conflicts
¢ handles network failures which partition the servers
+ handles disconnection of client’s client

3. Performance and scalability:
+ client-side persistent caching of files, directories
and attributes for high performance
+ write-back caching

4. Security:
+ Kerberos-like authentication
* access control lists (ACLS)

5. Well defined semantics of sharing
6. Freely available source code

Distributed File Systems

A distributed file system stores files on one or more
computers called servers and makes them accessible to
other computers called clients, where they appear as normal
files. There are several advantages to using file sewers: the
files are more widely available since many computcrs can
access the servers, and sharing the files from a single loca-
tion is easier than distributing copies of files to individual
clients. Backups and safety of the information are easier to
arrange since only the servers need to be backed up. The
servers can provide large storage space, which might be
costly or impractical to supply toeveryclient. The useful-
ncss of a distributed file system becomes clear when consid-
ering a group of employees sharing documents; however,
more is possible. For example, sharing application software
is an equally good candidate, In both cases, system adminis-
tration becomes easier.

There are many problems facing the design of a g
distributed file system. Transporting many files overthe Met
can easily create sluggish performance and latency; network
bottlenecks and server overload can result. The security of
data is anothzr important issue: how can we he sure that &
client is realy authorized to have access to information and
how can we prevent data being sniffed off the nehvork? Fan
further problems facing the design are related to failures.
Often, client computers are more reliable than the netwiork
connecting them, and network failures can render a client
useless. Similarly, a server failure can be vizry unpleasant,

since it can disable al clients from accessing crucia infor-
mation. The Coda project has paid attention to many of
these issues and implemented them as a research prototype.

Codawas originaly implemented on Mach 2.6 and has
recently been ported to Linux, MetBS[ and Free BSID.
Michael Callahan ported a large portion of Coda to
Windows 95, and we are studying Windows NT to under-
stand the feasibility of porting Coda to NT Currently, our
efforts are on ports and on making the system more robust.
A few new features arc being implemented (write-back
caching and cells for example), and in several areas, compo-
nents of Coda are being reorganized. We have already
received very generous help from users on the Net, and we
hope that this will continue. Perhaps Coda can become a
popular, widely used and freely available distributed fil e sys-
LS.

Coda on a Client

If Coda is running on a client, which we shall take to be s
Linux workstation, typingmount will show = file system-of
type “Coda ‘-mounted under /coda. All the files, which any
of the servers may provide to the client, are available under
this directory, and al clients see the same name space. A
client connects to"{Cnda" and not to individual servers,
which come into play invisibly. This is quite different from
mounting MFS file systems which is done on & per server,
per export basis. In the most common Windows systems
[Movell and Microsoft’s CIFS] as well as with Appleshare

Figure 1: Coda Logo (lllustration by Gaich Muramatsu)
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There wre twa other issues of -
Fiownmad importanc: o dsconmected
operation. First, there & the concept of
hoarding files. Since Venus connod
serve a coche mess dunng a disconnes-
o, it would be mee if 1t kept impor
tant files in the cache up w0 date, by
frequently asking the server 10 send
the latest updates. Soch imporiant files
are in The wer's hoard dotabase which
can be aptomatically constructed by
“spying on the user's file aooess
Updating the hoarded files is called &
hoard walk. In practice, our laptops
hioard enormous amounts of svskem
software, such asth XI 1 Window
System binaries and libraries, or Wi
and Microsoft Office. Since a file is &
file, legary applications run just fine.

The second issue is that during reintegration it may
appear that during the disconnection anather cliznt has mod-
ified the file tsy and has shipped it to the server. This is
called a local/global conflict [¥iz. Client/Server] which needs
repair, Rizpairs can sometimes be done automatically by
application-specific resalvers (which know that one client
inzerting an appointment into & calendar file for Monday and
another client insertingone for Tuesday have noterzated an
irresnlvahle conflict). Sometimes, but quitdnirequently,
human intervention is needed to repaithiz conflict.

On Friday onelzaves the office witha good deal of source
code hoarded on the laptop. After hacking in one's mountain
cabin, the harsh return to the office on Mandav (10 days later
of course) starts with a re-integration of the updates made
during thewzekend, Mobile computing igbrm,

Volumes, Servers and Server Replication

In most network file systems, the servers enjoy & standard
file stractunz and export = directory to clients. Such a directa-
rv of files om the server can be mounted on the client and is
called a network share in Windows jargon and a network file
system in the UNIX world. For most ofthesz systems it ismot
practical to mount further distributed volumes insidethi
already mounted network volumes. Extreme care and
thought goes into theserver layout of partitions, directories
and shares. Coda’'s (and AF5=1 organization differs subsian-
tially.

Files on Codaszrvers are not stored in traditiona file sys-
tems, Partitions onthe Coda szrvzr workstationscan be made
available to the file server. Thesz partitions will contain files
which are grouped into volumesEach volume hasa directory
structure like = file system, i.z., 1 root directory for thz viol-
ume and a tree below it. A volume is om the whaole much
smaller than a partition, but much largzr than e single direc-
tory and isu logical unit of filesFar example, a user's home
directory would normallybea single Coda volume and simi-
larly the Codasgurces would reside ina single volume.
Typicaly & singleszrver would havesams hundreds of wiil-
umes, perhaps with an average size approximately 10ME. A
wolume isa manageableamaunt of file data which isywery
natural unit fromthe perspective of system administration
and hasproven to bequite flexible.

Coda holds volume and directory information, accesson-
trol lists and file attribute information iraw partitions.
These are scces=ed through a log-based recovizrable virtual
memory package| EWM) for speedand consistency. Only file
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Figure 5. Failure Resilience Methods

Figure 5. AVSG vs. Y (jjustration by
Gaich Muramatsu)

data resides in the filednserver partitions. RVM has built-in
support for transactions-this mezans that in case of a server
crash, the system can be restored to a consistent state without
much effort.

A volume hasa name and an ID, and it is possible to
mount a volume anywhere under /coda, For example, to
mount the volume u.braam on [codausrbraam, issue the
command:

cfa makemount u.braam SoodafuseSbBraam

Coda does not alow mount points to be existing directories:
instead, it will create a new directory as part of the mount
process. This eliminates the confusion thatan arise in
mounting UNIX filegystems on top of existing directories.
While itgezms quite similar to the Macintosh and Windows
traditions of creatinga “network drive and volumes’, thecrii-
cial difference is that the mount point is invisible the
client: it appears as an ordinary directory umder /coda. A sin-
gle volume enjoysthi privilege of being the root volume; it is
the volume which is mounted orfzrsla at startup time.

Coda identifiesa file bya triple of 32.bit integers called
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Fid: it consists of a Volumeld, a Vnodeld and a Uniquifier.
The Volumeld identifies the volume in which the file resides.
The Vnodeld isthe “inode” number of the file, and the
uniquifiers are needed for resolution. The Fid is unique in a
cluster of Coda servers.

Coda has read/write replication servers, i.e., a group of
servers can hand out file data to clients, and generally
updates are made to al servers in this group. The advantage
of this is higher availability of data: if one server fails, others
take over without a client noticing the failure. Volumes can
be stored on a group of servers called the VSG (Volume
Storage Group).

A distributed file system stores
files on one or more computers
called servers and makes them
accessible to other computers
called clients.

For replicated volumes, theVolumeld is a replicated
Volumeld. The replicated volume ID brings together a
Volume Storage Group and a local volume on each of the
members.

. TheV8G is alist of servers which hold a copy of the
replicated volume.

 The loca volume for each server defines a partition
and local volume ID holding the files and meta-data on
that server.

When Venus wishes to access an object on theservers, it
first needs to find theVolumelnfo for the volume containing
the file. This information contains the list of servers and the
local volumeIDs on each server by which the volume is
known. For files, the communication with the serversin a
VSG is “read-one, write-many”; that is, read the file from a
single server in the VSG and propagate updates to all of the
available VSG members, the AVSG. Coda can employmulti-
cast RPCs, and hence the write-many updates are not a
severe performance penalty.

The overhead of first having to fetch volume information
is deceptive too. While there is a onetime lookup for volume
information, subsequent file access enjoys much shorter path
traversals, since the root of the volume is much nearer than is
common in mounting large directories.

Server replication’ like disconnected operation, has two
cousins who need introduction: resolution and repair. Some
servers in the VSG can become partitioned from others
through network or server failures. In this case, the AVSG
for certain objects will be strictly smaller than the VSG.
Updates cannot be propagated to all servers, but only to the
members of the AVSG, thereby introducing global (viz. serv-
er/server) conflicts.

Before fetching an object or its attributes, Venus will
request the version stamps from all available servers. If it
detects that some servers do not have the latest copy of files,
it initiates a resolution process which tries to automaticaly
resolve the differences. If this fails, a user must repair manu-
aly. The resolution, though initiated by the client, is handled
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entirely by the servers.

Replication servers and resolution are marvelous. We
have suffered disk failures from time to timen some of our
servers. To repair the server, al that needs to be done is to
put in a new drive and tell Coda: resolvit. The resolution
system brings the new disk up to date with respect to other
servers.

Coda in Action

Coda is in constant active use at CMU. Several dozen
clients use it for development work (of Coda), as a general
purpose file system and for specific disconnected applica
tions. The following two scenarios have exploited the features
of Coda very successfully. We have purchased a number of
licenses for Wabi and Windows software. Wabi allows people
to run MSPowerPoint. We have stored Wabi and Windows
3.1 including MS Office in Coda and it is shared by our
clients. Of course .ini files with preferences are particular to a
given user, but most libraries and applications are not.
Through hoarding we continue to use the software on discon-
nected laptop computers for presentations. This is frequently
done at conferences.

Over the years of its use we have not lost user data.
Sometimes disks in our servers have failed, but since al of
our volumes are replicated, we replaced the disk with an
empty one and asked the resolution mechanism to update the
repaired server. All one needs to do for this is to type
1s -1R in the affected file tree when the new disk isin
place. The absence of the file on the repaired server will be
noticed, and resolution will transport the files from the good
servers to the newly repaired one.

There are a number of compelling future applications
where Coda could provide significant benefits.

1. FTP mirror sites should be Coda clients. As an exam-
ple let's takeftp.redhat.com, which has many mirrors.
Each mirror activates aPerl script, which walks the
entire tree at Red Hat to see what has been updated
and fetches it-regardless of whether it is needed at
the mirror. Contrast this with Red Hat storing their ftp
area in Coda. Mirror sites should all become Coda
clients too, but only Red Hat would have write permis-
sion. When Red Hat updates a package, the Coda
servers notify the mirror sites that the file has changed.
The mirror sites will fetch this package, but only the
next time someone tries to fetch this package.

2. WWW replication servers should be Coda clients.
Many ISPs are struggling with a fewWWW replication
servers. They have too much access to use just a single
http server. Using NFS to share the documents to be
served has proven problematic due to performance
problems, so manua copying of files to the individual
servers is frequently done. Coda could come to the res-
cue since each server could be a Coda client and hold
the data in its cache. This provides access at local disk
speeds. Combine this with clients of the ISP who
update their web information off-line and we have a
good application for mobile clients too.

3. Network computers could exploit Coda as a cache to
dramatically improve performance. Updates to the net-
work computer would automatically be made as they
become available on servers, and for the most part the
computer would operate without network traffic, even
after restarts.
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Our current efforts are mostly to
improve the quality of Coda. The
rough edges, which inevitably come
with research systems, are slowly
being smoothed out. Write-back
caching will be added in order for
Coda to operate much faster. The dis-
connected operation is an extreme
form of write-back caching, and wc
are leveraging these mechanisms for
write-back caching during connected
operation. Kerberos support is being
added. The networking protocols sup-
porting Coda are making this easily
possible. We would like to have cells
which will alow clients to connect to
more than a single Coda cluster
simultaneously. Further ports will
hopefully allow many systems to use
Coda

Getting Coda

Codais available by FTP from
ftp.coda.cs.cmu.edu. You will find
RPM packages for Linux as well as tar
files of the source. Kernel support for
Coda will come with the Linux 2.2
kernels. On the WWW site
http:/www.coda.cs.cmu.edu/, you will
find additional resources such as mail-
ing lists, manuals and research
papers.

Peter adores his
wife Anne, and
together they love
Alaska with its
mountains,wildlife
and a halfway
acceptable popula-
tion density. Nothing is better
than having amoose on their
porch there, or camping on a
not too scary glacier. Until
March 1997 Peter was a faculty
member in the Mathematical
institute at Oxford. In the sum-
mer of 1995 Peter became presi-
dent of Stelias Computing Inc.
which assembled the InfoMagic
Workgroup Server. Dabblings in
Mach and the GNU Hurd
evolved into porting Codato
Linux. E-mails about this with
Satya, the visionary leader of the
Coda and Odyssey projects, led
to avisitto Carnegie Mellon
University in late 1996 and
eventually to him joining the
Computer Science faculty. He is
now leading the Codaproject.
He can be reached at
braam@cs.cmu.edu.




